Casos de ciberataques de tipo ransomwarey @

Taller . . CIBERCI
medidas preventivas Comsg oo

CONTENIDO

Informacion del taller 2
1.- Conocimiento local de la red: 3
2.- Reconocimiento DNS: 4
3.- Conocer tu sistema operativo y el dominio: 7
4.- Port Scanning 10
5.- Identificacion y validacion de vulnerabilidades: 1
6.- Gestién de 10Cs (Indicators of Compromise): 13
7.- Andlisis de malware estatico: 15

www.ciberci.org cesar.farro@ciberci.org 1



Casos de ciberataques de tipo ransomwarey @
medidas preventivas

Taller

CIBERCI

Comunidad Iberoamericana
de Ciberseguridad

Informacion del taller

Fecha:
- 18 de setiembre 2022

Objetivo:
- Mostrar el funcionamiento de herramientas que se podrian usar para comprender
cémo preveniry defender frente a un ciberataque.

Dirigido:
- Analistas de ciberseguridad, networking, sistemas.
- Responsables de Seguridad de la Informacién
- Estudiantes de Sistemas, Redes, Ciberseguridad.

Requerimientos:
- Maquinaly 2: Fisica o virtual
- Maquina 1: gigahertz (GHz) or faster 32-bit (x86) or 64-bit (x64) processor*
- Maquina 2: gigabyte (GB) RAM (32-bit) or 2 GB RAM (64-bit)
- 16 GB available hard disk space (32-bit) or 20 GB (64-bit)
- RAM: 4 GB como minimo
- Maquina 1, Podria ser Kali Linux,
https://www.kali.org/get-kali/#kali-virtual-machines
- Maquina 2, Podria ser tu host principal bajo Windows en cualquier versién.
- Acceso aInternet libre.
- Permisos de Administrador para la instalacién de programas y utilidades.
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1.- Conocimiento local de la red:

Herramientas que permitan conocer la direccién IP piblica, proveedor de Internet,
AS Sistema Auténomo:
- Who is my ip address, Direccién IP, ISP, City.

- https://whatismyipaddress.com

My IP Address is:

IPv4: 2 181.64.162.106

——Click for more details about

IPv6: 2 Not detected 181.64.162.106

My IP Information: Your private information is exposed!

ISP: Telefonica del Peru & HIDE MY IP ADDRESS NOW

SAA Leaflet | © OpenStreetMiap Terms
City: Lima
Region: Lima
Country: Peru

Location not accurate?

- Como salgo a Internet, sobre mi proveedor de Internet
- https://bgp.he.net/
- https://bgp.he.net/AS6147#_graph4

L —

AS6147 Telefonica del Peru S.A.A.

Quick Links [AS Info] Graph v6| [Prefixes v4| [Prefixes v6| [Peers v4 | [Peers v6| [Whois| [IRR

BGP Toolkit Home .
BGP Prefix Report AS6147 I1Pv4 Route Propagation

BGP Peer Report @
Exchange Report )

Bogon Routes "

World Report e >

Multi Origin Routes

DNS Report
/

Top Host Report
:

Looking_Glass
Network Tools App
Free IPv6 Tunnel
IPv6 Certification
IPv6 Progress
Going Native
Contact Us

Internet Statistics

A\

N
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2.- Reconocimiento DNS:

- Reconocimiento DNS, blsqueda e identificacién de registros DNS, MX, A:
- https://dnsdumpster.com

- Ejemplo: tuempresa.com, banamex.com, cemex.com

- Geo IP of host locations

IXT Records | Host (A) Records |Domain Map

Hosting (IP block owners GeoIP of Host Locations

- DNS Server:

DNS Servers

nsl.cemex.com. 200.23.29.245 CEMEX Central, S.A. de C.V.
QOARS>S Mexico

ns3.cemex.com- 65.246.74.146 UUNET
QOxXnp S United States

ns2.Cemex.Ccom. 200.23.29.246 CEMEX Central, S.A. de C.V.
[~ a2 c

DNS Servers

nsl.nsrootl.com. 156.154.64.172 ULTRADNS
(e X3 L- X 4 pdns172.ultradns. com United States

ns2.nsroot2.com. 193.108.91.190 AKAMAI-ASN2
(= Rl R ns1-190.akam.net Netherlands

MX Records

5 mx-b.mail.citi.com. 67.231.153.94 PROOFPOINT-ASN-US—EAST
EXe mx-b.mail.citi.com United States

5 mx-a.mail.citi.com. 67.231.145.106 PROOFPOINT-ASN-US—WEST

=4S mx-a.mail.citi.com United States
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- MX Records:

104.47.73.138 MICROSOFT-CORP-MSN-AS-BLOCK

mail-mw2nam080138. inbound.protection.outlook.com nited States

M>

5 mx-b.mail.citi.com. 67.231.153.94 PROOFPOINT-ASN-US-EAST
Lo mx-b.mail.citi.com United State

5 mx-a.mail.citi.com. 67.231.145.106 PROOFPOINT-ASN—US-WEST
S mx-a.mail.citi.com United Stat

- TXT Records:

TXT Recor
r4108zgs01khg7d2d7erb9xttiwygl™
"globalsign-domain-verificatio fb5cddbb28c5c5d61feb9768£9f81c4™
"Dynatrace-site-verificatio bdfa2c0-7ccc-42b3-b0a8-b46bbcc9132¢c_ ndh4inn9nf551)
"6e6d266675aa499d85ecedeb44e8ccT8"
"2gtlihrsp6dfk190cnbg5hm101™
"MS-ms596021265™
"smartsheet-site-validatiol jd-2asVhDIeXnL56zwnl4T2PGCURYS

spfl ip4:200.23.29.132 ip4:200.23.29.133 ip4:200.23.29.139 ip4:200.23.29.188 ip4:200.23.29.189 ip4:200.23.29.190 ip4:189.205.121.
ip4:12.129.117.140 ip4:12.129.117.141 ip4:12.129.117.143 include:spf.protection.outlook.com -all™

"3vllplosalv5hbk22non2esb5
"5mkpc5d8kgtnpbpxws9y287s3wwvlrzn"
"status-page-domain-verification=vcfdwgx4g443"

"_globalsign-domain—verification=G2P1FZvKwHaWYhihDKEBZ1Cr]jgKUOJTvpjeM1149h5"

"MS=ms591144615

"MS=C18C7B831E36CCE04AESE63A5CDE7197BD34D267™

pfl _spf.citigroup.com a:2. spf.citigroup.com a:mailir.citi.com include:spf-00123c01.pphosted.com include:spf.mittum.com

redirect=extl._spf.citigroup.com™
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- A, Host Records:

ermlogin.cemex.com
exne
e

T

mx2.cemex.com

Qxe

Db2bcpo. cemex. com

rd

T T TR T

200.23.29.115

mx1.cemex.com

189.205.121.182
bb-mvs-189-205-121—

182.mexdf.static.axtel.net

189.205.121.187
bb-mvs-189-205-121-

187.mexdf.static.axtel.net

S UG EE)

189.205.121.171

bb-mvs-189-205-121—

171.mexdf.static.axtel.net

MICROSOFT-CORP-MSN-AS-BLOCK

United States

CEMEX Central, S.A. de C.V.
Mexi

CEMEX Central, S.A. de C.V.
Mexi

CEMEX Central, S.A. de C.V.
Mexi

ORANGE-BUSINESS-SERVICES—IPSN-ASN

Ireland

CEMEX Central, S.A. de C.V.
Mexi

o
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baname com 192.193.206.22 CITIGROUP-BANAMEX t !

exe

sndr001 .banamex . com

Qxe

nmxjar—edns01.banamex.com

(=278

nmxmty-edns01.banamex.com

(= 37

mailcpx01.banamex.com

exe

nsl.banamex.com
exe

dev.banamexsoaproxyl.banamex.com

exe

sandbox . banamexsoaproxyl .banamex . com

exe

mailcpx02.banamex.com

oxe
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207.207.2.250
192.193.204.74
nmxjar-edns01.banamex. com

192.193.207.41
nmxmty-edns0l.banamex.com

192.193.206.152

mailcpx0l.banamex . com
192.193.204.42
nsl.banamex. com
200.52.96.43

192.193.104.97

192.193.206.154

mailcpx02.banamex . com
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3.- Conocer tu sistema operativo y el dominio:

- Se necesita conocer las aplicaciones, procesos, conexiones de red para validar
comportamientos correctos o maliciosos.
- Version:
- #winver
- #systeminfo:

del sistema operativo: Mi F idows 18 Home Single Language
ema operati .19844 N/D Compilacion 19844

Configuracion del

Tipo de compilacion del sistema operativo:
Propiedad de:

Organizacién registrada:

Id. del p

Fecha de ginal:
del sistema:

Fabricante del tema:

Modelo el sistema:

58 Stepping 9 GenuineIntel ~2

, Rio Branco

de
n(es):

FIGURA12
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- Windows:
TCPView, Sysinternals.
- Proceso, ID, local address, local port, remote address, remote port, etc

- https://learn.microsoft.com/en-us/sysinternals/downloads/tcpview

&% TCPView - Sysinternals: www.sysinternals.com

File Edit View Process Connection Options Help

O O Db % 4 TCPv4 éTCPvB 4 UDPv4 éuwve P Search

Process Name Process ID Protacol State Local Address Local Port  Remote Addr... Remote Port Create Time Module Name Sent Packets Recv Packets Sent Bytes Recv Bytes
[Time Wait] Tcp Time Wait DESKTOP-MD... 57476 DESKTOP-MD.. 9150
B {torexe 8068 TCP Established  DESKTOP-MD.. 57457 212-51-141-2.. 9002 18/09/2022 22:56:42  tor.exe 25 197 23730 292,519
ﬁ Teams.exe 9908 TP Established DESKTOP-MD.. 57487 52114104172 https 18/09/2022 22:59:24 Teams.exe 8 6 3033 1018
W1 svchost.exe 1940 P Established ~ DESKTOP-MD.. 57490 13682339 https 18/09/2022 22:59:37 CDPUserSvc_1632ea 8 9 10360 11,939
(W1 svchostexe 4380 P Established  DESKTOP-MD.. 59286 20.7.2167 https 18/09/2022 21:3345 WpnService
@ chromeexe 7048 P Established ~ DESKTOP-MD.. 64344 whatsapp-cd.. https 18/09/2022 21:33:56  chrome.exe 43 ] 4847 10265
@ chromeexe 7048 P Established ~ DESKTOP-MD.. 64345 4010232130 https 18/09/2022 21:3356  chrome.exe 70 73 16335 17,532
@ chromeexe 7048 TP Established  DESKTOP-MD.. 64346  cf-in-f188.1e1.. https 18/09/2022 21:3356  chrome.exe 1 1 26 26
@ chromeexe 7048 TP Established ~ DESKTOP-MD.. 64475 104.244.42.65 https 18/09/2022 22:1531 chrome.exe 6 4 402 429
@ chromeexe 7048 TP Established ~ DESKTOP-MD.. 57261 104.24442.194 https 18/09/2022 22:40:41 chrome.exe 6 4 1074 309
@ chromeexe 7048 P Established DESKTOP-MD... 64814 cf-in-f121.1e1.. https 18/09/2022 22:29:27 chrome.exe 72 26 12496 1817
[Time Wait] P Time Wait DESKTOP-MD.. 57321 139.148107.34.. https
[m ! SearchApp.exe 8608 P Close Wait DESKTOP-MD.. 57380 152.199.55.200 https 18/09/2022 22:56:12  SearchApp.exe 5 6 685 1609
ﬁ Teams.exe 9908 P Established ~ DESKTOP-MD.. 57403 5211212014 https 18/09/2022 22:56:20 Teams.exe 12 14 7758 3269
torexe 8068 P Established =~ DESKTOP-MD.. 57452 e2diviriqwta.. https 18/09/2022 22:56:38  tor.exe 244 “ 166,250 491938
ﬁ Teams.exe 10712 P Established ~ DESKTOP-MD.. 57412 5211413347 https 18/09/2022 22:5625 Teams.exe 7 7 463 309
[Time Wait] TP Time Wait DESKTOP-MD... 57474 13682339 https
[Time Wait] TP Time Wait DESKTOP-MD... 57463 |b-140-82-11.. https
@ chromeexe 7048 TP Established ~ DESKTOP-MD.. 57485 cb-in-f17.1e1.. https 18/09/2022 22:5841 chrome.exe 12 12 7324 5,060
@ chromeexe 7048 P Established DESKTOP-MD.. 57284 cdn-185-199-.. https 18/09/2022 22:4824  chrome.exe 18 144 1667 203,144
(B SearchApp.exe 8608 TP Close Wait  DESKTOP-MD... 57430 152.199.54.186 https 18/09/2022 22:56:28  SearchApp.exe 5 6 669 1,186
(W1 torexe 8068 P Established ~ DESKTOP-MD.. 57445 591-143-81-2.. http 18/09/2022 22:56:32  tor.exe 402 1535 282356 2,607,126
@ putty.exe 2060 P Established ~ DESKTOP-MD.. 64554 167.172.38.120 ssh 18/09/2022 22:16:39  putty.exe
[m{ System 4 P Listen DESKTOP-MD... 139 0000 0 18/09/2022 21:33:43  System
[m1System 4 e Listen DESKTOP-MD... 139 0000 0 18/09/2022 21:3345 System
443 0000 0 18/09/2022 00:22:05 VMwareHostd

[B{vmware-hostd.exe 5948 TP Listen DESKTOP-MD...

- #lsof -i TCP:22, buscar procesos en un especifico puerto

- #lsof -i, lista todas las conexiones de red

- #lsof -i 4/6, lista archivos abierto de red IPv4/6

- #lsof -i TCP:1-1024, lista todos los procesos de archivos abiertos de puertos
TCP en los rangos 1-1024.

- #lsof /dev/hd4, busca todos los archivos abierto en el device /dev/dh4

- #lsof /u/abe/foo, busca el proceso que tiene /u/abe/foo abierto
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- Para conocer tu dominio utilizaremos los siguientes comandos propios de
Windows:
- c\> net group “"domains computers” /domain
- c\> net group “domains controllers”
- c:\> net group “domains controllers” /domain
- DCO100 DCO240
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4.- Port Scanning

- Usaremos nmap para Windows o Linux
- https://nmap.org/
- Opciones:
- nmap -sT -Pn -0 [#VICTIMA]; nmap -sT -Pn -p- [#VICTIMA]
- nmap -sS -Pn -p 21,22,23,80,443,1433,3389 [#VICTIMA]
- nmap -iL [LIST.TXT]; #VICTIMA, IP, IPs, Rango/Méascara.
- Tipos de Scanning:
TCP SYN Scan, -sS; TCP Connect Scan, -sT; Fin Scan, -sF
- XMAS Scan, -sX; Null Scan, -sN
Versién Detection, -sV; UDP Scan, -sU
List Scan, -sL; Operating System Detection, -0
- Ejemplos:
- Scanning, host discovery
- #nmap -n -sn [#VICTIMA]
- #nmap -p -Pn -sV 21,22,23,53,80,443,1433,3389 [#VICTIMA]
- Scanning, deteccién de sistema operativo:
- #nmap -0 —osscan-limit [#VICTIMA]
- #nmap -0 -p -Pn -sV 21,22,23,53,80,443,1433,3389 [#VICTIMA]
- #nmap-sT-sV-PO-0IP

; please submit the fol
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5.- Identificacién y validacién de vulnerabilidades:

- Mapear vulnerabilidades en tu organizacién:
- Cybersecurity & Infrastructure Security Agency
- Known Exploited Vulnerabilities Catalog
- Fuente: https://www.cisa.gov/known-exploited-vulnerabilities-catalog
- Validar vulnerabilidad
- SMBv1
- Usaremos nmap, https://nmap.org/
- Vulnerabilidad: SMB MS 017-010
- Desde un Kali linux:
- #cd /usr/share/nmap/scripts
- #wget
https://raw.githubusercontent.com/cldrn/nmap-nse-scripts/master/scripts/
smb-vuln-ms17-010.nse
- #nmap -d -sC -p445 -script smb-vuln-ms17-010.nse IP

- Fuente:
https://jroliva.net/2017/06/01/explotando-vulnerabilidad-wannacry-o-ms1

7-01

- Referencia, validar vulnerabilidad:
- CVE-2019-0708
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0708
- Usaremos: rdpscan for CVE-2019-0708 bluekeep vuln
- https://github.com/robertdavidgraham/rdpscan

- Referencia, validar vulnerabilidad:
- CVE-2018-13379
- Usaremos nmap, https://nmap.org/
- https://github.com/purplesecmx/nmapscripts/blob/master/CVE-2018-133

79.nse

- Validar: /usr/share/nmap/scripts

-  #wget
https://github.com/purplesecmx/nmapscripts/blob/master/CVE-2018-133
79.nse -P /usr/share/nmap/scripts
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6.- Gestion de 10Cs (Indicators of Compromise):

- Existe la necesidad de importar I0Cs de los ultimos ciberataques.
- Referencia 1: Ransomware Zeppeling
- Fecha: Original release date: August 11, 2022
- Zeppelin actors gain access to victim networks via RDP exploitation [T1133],
exploiting SonicWall firewall vulnerabilities [ T1190], and phishing
campaigns [T1566].
- https://www.cisa.gov/uscert/ncas/alerts/aa22-223a
- 10Cs:

MD5 SHA1 SHA256

981526650af8d618f20177a26abb513a | 4fee2chbc98abbeb56e9¢7 cefebeddi4f8cdes3t 001938ed01bfde6b100927118199¢65d 1bff30381b80b846f2e3feba0d2df21d

c25d45e9bbfea29chb6d9ee0dabi2864d | eaeff8d315cca71e997063a2baecbec7 3fad9453 a42185d506e08160ch96c81801fbe173h07 114a2f284830580541e05714423b

183b6b0c90c1e0276a2015752344a4cf | 1ch5e8132302b420af9b1e5f333c507d8b2a2441 2a7e2d631c991990958dfb795a0aed25414911851403231eaebe35147f4b5sebe

9349e1cc3de7c716893a21bd6c3c4abb | db398e38ee6221di7e4aa49d8f96799ccadd87e1 | a2a9385cbbefacc2d541f5bd92¢38b0376b15002901b2fd1cc62859€161a8037

c8i75487d0d496a3746e6c81adeccbdc | 4b91a91a98a2f0128c80f8ceeef0f5d293adi0cd 54d567812eca7fcoi2if566e7h8ad3618b6d2357¢ce71776238e0b94d55172b1

477eedh422041385e59a4fff72ch97c1 9892¢c90e6712d3548e451341141362bccedObe b591163a2372d09cd0fc75341d3972fdd3087d2d507961303656b1d791b17¢6

5841ef35aaff08bb03d25e5afe3856a2 | ffd228b0d7afe7cabded73417093e7ba01c5a06e | | Coc0a03a07918dIcc49cdcas2891ab78d016a919d9810120079c5deb332388

d6c4b253ab1d169¢f312fec12cc9a28f 0f47c279fea1423c7a0e7bc967d9ff3fac7alded 347114497df4df73bc41414e852¢5490b12db991a4b3811712bac7476a3i1bc9

- Herramientas, validar I0Cs:
Virus Total, https://www.virustotal.com/gui/home/upload

Alient Vault, https://otx.alienvault.com/
AbuselPDB - IP Address Blacklist,https://abuseipdb.com

- Ejemplo:

- SHA256:
001938ed01bfdebb100927ff8199c65d1bff30381b80b846f2e3f
e5a0d2df21d

<« C @ virustotal.com/qui/file/001938ed01bfde6b100927ff8199c65d 1bff30381b80b846f2e3fe5a0d2df21d/community xawx O&:
> : P X 1)

64 (D) 64 security vendors and 3 sandboxes flagged this file as malicious

rrosorcenr °
&

GETECTN  DETALS  RELATIONS  BevAvoR  coumuniTy @)
Contained In Collections (17)

Files: 48

The FBl and the Cybersecurity and Infrastruc

ity Agency (CISA) are releasing a join ¢ threat posed by the

- Domains: 1| Files: 49 | URLs:2

(2022:0813) https:

. AA22-223A: #StopRans. Domains: 1 | Files: 48 | URLs: 2
5 pi

Seure (2022:0811) https:/Jus-cert cisa.gov/ncas/alerts/2a22.223a

Zeppelin Ransomware A-- bomains: 1 | Files: 49 | URLs:2
"

(2022.0813) htips:

Files: 65

“The FBI and the Cybersecurity and Infrastructure Security Agency (CISA) are releasing a joint cybersecurity advisory on the threat posed by the Zeppelin ransomwar.

neshta Collection Domains: 26 | Files: 478 | IPs:5 | URLs: 112

= bycuicscan
e e Neshta s 3 2005 Belarusian e Ifecor veus. Thename of the vius comes from th Belrusan word sta” meaning‘something: The program s  Windows 5p
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- Referencia 2: Ransomware Voice Society

- 10Cs:

Fecha: Original release date: September 06, 2022 | Last revised: September 08,
2022

Over the past several years, the education sector, especially kindergarten
through twelfth grade (K-12) institutions, have been a frequent target of
ransomware attacks.

Vice Society actors have been observed exploiting the PrintNightmare
vulnerability (CVE-2021-1675 and CVE-2021-34527 ) to escalate privileges
[T1068].

https://www.cisa.gov/uscert/ncas/alerts/aaZ22-249a

Indicators of Compromise (10Cs)

Email Addresses

v-society.official@onionmail[.]Jorg

ViceSociety@onionmail[.Jorg

OnionMail email accounts in the format of [First Name][Last Name]@onionmail[.Jorg

IP Addresses for C2 Confidence Level

5.255.99[.]59 High Confidence
5.161.136[.]176 Medium Confidence
198.252.98[.]184 Medium Confidence

194.34.246[.]90 Low Confidence

See Table 1 for file hashes obtained from FBI incident response investigations in September 2022.

Table 1: File Hashes as of September 2022

MD5 SHA1

fb91e471cfa246beb9618e1689f1ae1d a0ee0761602470e24bceabf403e8d1e8bfa29832

3122ea585623531df2e860e7d0df0f25cce39b21

41dcOba220f30c70aeal19de214eccd650bc6f37

€9c2b6a5b930392b98f13215395d54947391¢cb79

- Herramientas, validar 10Cs:

www.ciberci.org

Virus Total, https://www.virustotal.com/gui/home/upload

Aliente Vault, https://otx.alienvault.com/
AbuselPDB - IP Address Blacklist,https://abuseipdb.com
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https://www.cisa.gov/uscert/ncas/alerts/aa22-249a#revisions
https://nvd.nist.gov/vuln/detail/CVE-2021-1675
https://nvd.nist.gov/vuln/detail/CVE-2021-34527
https://attack.mitre.org/versions/v11/techniques/T1068/
https://www.cisa.gov/uscert/ncas/alerts/aa22-249a
https://www.virustotal.com/gui/home/upload
https://otx.alienvault.com/
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7.-

Analisis de malware estatico:

Existe la necesidad de una vez obtenido el malware analizar y comprender cuales
son sus objetivos una vez comprometida la victima, si es un ransomware, troyano,
keylogger, etc.
Para ello, existen dos tipos de andlisis de malware estatico y dindamico.
Para realizar andlisis estatico, vamos a usar un sandboxing en la nube:
Anyrun, fuente: https://any.run/
Analizar WannaCry
SHA256:
ed0lebfbc9eb5bbea545af4d01bf5f1071661840480439c6e5babe8e080e41aa
MD5: 84C82835A5D21BBCF75A61706D8AB549
SHAT: 5FF465AFAABCBFO150D1A3AB2C2E74F3A4426467
Identificar:
- Procesos
- 1oC
- HTTPRequest
- Connections
- DNS Request
- Threats

MOVE YOUR MOUSE TO VIEW SCREENSHOTS
INE

Process information

PID CMD Path Indicators Parent process
2984 "C:\Windows\System32\cmd.exe" /¢ vssadmin delete C:\Windows\System32\cmd.exe @ @WanaDecryptor@.exe
shadows /all /quiet & wmic shadowcopy delete & bededit /set
{default} bootstatuspolicy ignoreallfailures & bededit /set
{default} recoveryenabled no & whadmin delete catalog -quiet
Information -
User: admin Company: Microsoft Corporation
Integrity Level:  HIGH Description:  Windows Command Processor
Exit code: 0 Version: 6.1.7601.17514 (win7sp1_rtm.101119-1850)
2824 vssadmin delete shadows /all /quiet C:\Windows\system32\vssadmin.exe - cmd.exe
Information -
User: admin Company: Microsoft Corporation
Integrity Level: ~ HIGH Description:  Command Line Interface for Microsoft® Volume Shadow Copy Service
Exit code: 0 Version: 6.1.7600.16385 (win7_rtm.090713-1255)
2036 C:\Windows\system32\vssvc.exe C:\Windows\system32\vssvc.exe - services.exe
Information -
User: SYSTEM Company: Microsoft Corporation
Integrity Level: ~ SYSTEM Description: Microsoft® Volume Shadow Copy Service
Version: 6.1.7600.16385 (win7_rtm.090713-1255)
3000 wmic shadowcopy delete C:\Windows\System32\Wbem\WMIC.exe - cmd.exe
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